Import the DoD Certificate
into your IE Browser

This document will guide you through uninstalling the incorrect DoD Certificate and installing the
correct DoD Certificate into your Internet Explorer Browser.

1. Click on this link http://dodpki.c3pki.chamb.disa.mil/dodcacerts.cac and select Save.

File Download |

Some files can harm your computer. IF the file infarmation below
lookz suzpicious, or pou da nat fully trust the zource, do nat open or
zave thiz file.

File name; dodcacerts. cer

File type:  Securty Certificate
From: dodpki.c3pki.chamb. diza. mil

& Thiz type of file could harm pour computer if it containg
ralicious code.

Wwiould you like to open the file or zave it bo your computer?
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2. In the Save As window, use the down arrow in the Save In: drop down list and select
Desktop. Then click Save.


http://dodpki.c3pki.chamb.disa.mil/dodcacerts.cac
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File narme: dodcacerts. cer

Save az tppe: Security Certificate

If necessary, in the Download Complete window, click Close.

(el Download Complete

Saved:
dodcacertz. cer from dodpki. c3pki.chamb. diza. mil

Downloaded: 191 KB in 1 zec
Dawnload to: C:ADocuments and Se.. A\dodcacertz cer
Tranzfer rate: 19.1 KB/Sec

[™ Cloze thiz dislog box when download completes
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4. Open an Internet Explorer Browser Window and go to Tools, Internet Options.
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5. In the Internet Options window select the Content Tab.



Internel Options 3
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Home page
ﬁ “fous can change wihich page ta use for your home page.
Addrezs: |

UssCuent | UseDefadt |  UseBlank |

— Temporaty Intemet files

F Fages: wou view on the Inteinet sie shored in 5 special folder
& & for quick viswing ster

Delete Cookies.. | DeleteFies. |  Settngs..

— History
The History folder containg inks bo pages pou've visited, for
quick access to recenth viewed pages.

Diaws to kesp pages in history: |3:|3, EharHi:tml

Coloss. . | Fontsz... | Lmnum..l Accessibdity.,.
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6. On the Internet Options Content screen, click on the Certificates... button.
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7. In the Certificates window, click the Import... button.
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Perscnal | other People | Intermediate Certification Authorlties | Trusted Root Certficatior < | »|

Issued To | 15sued By | Expiratio... | Friendly Name |
EIeENNETT.STEPHAN,,, DOD CLASS 3 CA-6 5/14/2005  <None>
EEENNEI’T.FI’EFHHN.. . LoD CJLASS 3 EMAIL ... Sfl 'I,I'EIIIEE < NaneE =

(=IBENNETT.STEFHAN.,, DOD CLASS 3EMAIL ... 5/14/2005  <Mone>
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8. In the Welcome to the Certificate Import Wizard screen, click Next >.



Certificate Import Wizard : x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificstes, certificate trust
lists, and certficate revocation lists from vour disk ko a
certificate store,

& certificabe, which is issued by a certFication autharity, is
a confirmation of your identky and contains information
u=zed bo protect daka or bo establish secure network
connections. A certificate store ks the system area where
certificates are kept,

T conkinue, click Next,

(Ne:}\ ) Cancel |

9. In the Certificate Import Wizard window, click the Browse... button.

Certificate Import Wizard : .E:: .: _,EEJ

File to Import
Spacify the Files wou wank o import.

File name:

Mote: More than one cerkificate can ba stored in a singks File in the Following Farmats:
Personal Information Exchange- PKCS #12 (.PFX, .P12)
Cryptographic Message Synkax Standard- PKCS 7 Certificakes [ PTE)
Microsoft Serialized Certificate Store (55T

< Back Mexk > anceal

10. In the ”Ob'é'r'] window, use the down arrow in the Files of t'yb'e“:' drob down list and select All
Files (**.%*).
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11. Once you have selected All Files (*.*), click on the file named dodcacerts.cer and then
click Open.
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12. In the Certificate Import Wizard window click Next >.

Certificate Import Wizard

File to Import
Specify the file vou want ta impart,

File name:

C\Deskrophdodcacerts, cer Browse, ..

Mote: Mare than one certificate can be stored in a single file in the following Formats:
Personal Information Exchange- PKCS #12 (.PFx, . P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates (. P7E)

Microsoft Serialized Certificate Store (55T

< Back. |: ! Mexk = I :| Zancel




13. In the Certificate Import Wizard window, select Automatically select the certificate
store based on the type of certificate and then click Next >.

Certificate Import Wizard x|

Certificate Store

Certificake stores are syskem areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For

ﬂutnmatically select the certificate store based on the bype of n:ertiFin:Ete::I'

i Place all certificates in the following store

iZertificate skare:

I Browse, ., |

< Back ) iZancel

14. In the Completing the Certificate Import Wizard window, click Finish.




Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Impark
wizard,

You have specified the following settings:

Cartificate Store Selected  Automatically determined by &
Conkank PECS #7 Certificates
Filer Marre C\Documents and Setkings) st

‘] | 4

< Back I Zancel

15. In the Certificate Import Window, click OK.

Certificate Impurl:?

@ The import was successkul,

X

16. In the Certificates window, click Close.
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Intended purpose: |=:.ﬁ.||:= |
Personal | Other Peaple | Intermediate Certification Authorities | Trusted Root Certificatiar_4 [ »
Issued To Issued By Expiratio,.. | Friendly Name
@EENNETT.STEF‘HAN. o DODCLASS 3 CA-G 5/14/2005 <Mone >
@EENNETT.STEF‘HAN. o DOD CLASS 3EMAILL ... 5/14/2005 <Mone >
EEENNETT.STEPHAN. . DODCLASS 3EMAIL ...  5/14/2005 <MNone »
Impart, ., Export, Remove Advanced,,,
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17. In the Internet Options window, click OK.



Internet Options ﬂil

Leneral | SEcurit_l,II F'rivan::yl Enntentl Connections F'ru:ngramsl ﬁ'-.u:lvanc:e::ll

—Home page
% Y'ou can change which page to use for your home page.
Address:

Idse Current dse Default Ilze Blank

— Temporary [nternet files

oy Fages pou view on the Internet are stored in a special folder
& Y for quick viewing later.

Delete Cookies. .. Delete Files... Settings...

—Hiztary

The Histary folder containg links to pages poutve visited, for
quick access to recently viewed pages.

Days to keep pages in histony: IEEI 3: Clear Hiztary

Colars... | Fonts... | Languages...l Aooessibility..

‘. Cancel | Apply

You have now successfully installed the current DoD Certificate in your Internet Explorer browser.
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