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JATDI System Administration/CTPL Class Objectives

Upon completion of this class you should be able to:

System Administrator

· Understand the concept and data flow of JATDI and JKCS. 

· Install and test the JKCS client software.

· Install the JKCS server software.

· Perform system administration and troubleshooting.

· Update the JKCS from a CD set.

· Request User/Customer support from the JATDI Team.

CTPL

· Understand the concept and data flow of JATDI and JKCS.

· Install and test the JKCS software on portable computers. 

· Perform administration and troubleshooting on workstations and portable computers.

· Update the JKCS from a CD set.

· Request User/Customer support from the JATDI Team. 
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1 Joint Knowledge Caching Server (JKCS)

1.1 Purpose

The purpose of this guide is to document use of the client software portion of the JATDI Joint Knowledge Caching Server (JKCS) functionality.  Within JKCS, clients are those machines used to view Technical Manuals (TMs) and other technical data.

1.2 Background
The JKCS is one part of JATDI and is under the direction of Naval Air Systems Command (NAVAIR). The technical data client/server is designed to meet one of the objectives of the JATDI program: to deliver electronic updates of Department of Defense (DoD) aviation technical data to the war fighters.  The benefits of using the JKCS set-up are improved distribution, timeliness, and reduced reproduction and distribution cost.

The JKCS hardware consists of a server and client devices (workstations, laptops, and Personal Electronic Display Devices (PEDDs)), which connect to the JKCS to access information.

The JKCS software consists of an application  (“JK Update”), which automatically pulls TMs from a server and stores them locally.  In addition, there is a web-based interface (“JK Search”), which provides searchable, on-demand access to technical data.  This guide focuses on the use of JK Search and on viewing TMs.

Joint Aviation Technical Data Integration (JATDI) is a web based "knowledge resource" which provides war fighters with an easy, accessible tool for researching and obtaining data required to support their mission. Data includes technical manuals, engineering drawings, logistics, configuration management, job performance aids/videos, checklist, and safety messages. The JATDI mission is to create an integrated technical data environment whereby digital technical data, training, and maintenance information is more readily available and accurate, as Knowledge for the war fighters, by an intelligent, faster, and less expensive means. 

The JATDI objectives are to permit rapid and seamless information whenever needed, wherever needed and for whomever needed across the Army, Air Force, and Navy/Marines (“Services”).

2 Overview

2.1 System Architecture

NATEC currently provides all non-proprietary format TMs deployed throughout the JKCS project architecture.  NATEC makes the TMs available on an encryption-protected server.  The encryption mechanism is 128-bit SSL.

Using HTTPS, NATEC’s server talks to encryption-protected JATDI servers deployed as part of the JKCS project.  They host the TMs required by one or more local squadrons and make them available to the squadrons’ client machines, also deployed as part of the JKCS project.

The overall TM data flow can be seen in the following table:
	TM Data Flow

	
	Upstream Hardware and Software
	JKCS Project

	Machine
	NATEC TM Distribution Server
	JATDI Server
	JATDI Client

	Security
	HTTPS
	HTTPS
	NT Domain

	JKCS Software
	
	JK Update

JK Search
	JK Update


TM data flows from NATEC to the JATDI server to the client machines.  This data flow is specific to Navy JATDI users, however, the data flow process for other services will be similar.

For shore sites, the JATDI server wakes up and contacts NATEC on a regular basis (typically every night) to see if new or updated TMs are available.  If so, the server pulls the new TMs from NATEC and makes them available on its website.  For shipboard installations, TMs are updated via CDs from NATEC.

After the JATDI server is updated with the latest TMs, the client devices wake up later that night and contact the JATDI server to repeat the download process.  If the JATDI server has new or updated TMs the clients pull them down.  Once the clients have been updated they can be detached from the network and deployed as needed throughout the work areas.  In cases where the server is updated less frequently, the clients are typically updated manually rather than automatically.
2.2 Software Configurations

In context of JKCS there are three possible software configurations (two client configurations and one server configuration).  Each of these configurations has the following baseline software in common:

	Product
	Recommended
	Minimum

	Windows NT 4.0
	Service Pack 6a
	Service Pack 3

	Internet Explorer
	IE 5.5 Service Pack 2 or higher
	IE 4.0 Service Pack 2

	Adobe Acrobat Reader
	5.0.1
	3.0


A client may be configured to view TMs only as needed and not store them locally.  Workstations are typically configured this way.

A client may be configured to view TMs as needed and store them locally.  This requires installation of the JK Update software.  Laptops and PEDDs computers are typically configured this way.

A server must store TMs locally and make them available to clients as needed.  This requires installation of the JK Update software, Internet Information Server 4.0, Windows Script 5.0, MDAC 2.1 and JK Search.

This document covers administration requirements for servers (SA) and both types of clients (CTPL).

2.2 Portable Computer Software Installation

A portable computer such as a laptop or PEDD is typically used to store and access TMs locally.  The TMs are downloaded from the JATDI server automatically at regularly scheduled intervals.

Follow this procedure to set up a device to allow viewing and local storage of TMs.

2.2.1 Confirm Installation of Base Products

1. Confirm that Windows NT Workstation 4.0, Service Pack 3 (or higher) is installed.

· Click “About Windows NT” from the “Help” menu pull down in Windows Explorer to check the Windows NT version number.

2. Confirm that Internet Explorer 4.0, Service Pack 2 (or higher) is installed.

3. Confirm that Adobe Acrobat Reader 4.0 (or higher) is installed.  The software is available on the JKCS installation CD.

2.2.2 Install JKCS Client Software

4. First, before you start, please determine the following:

	Information needed
	Example

	A unique name or label for the machine
	VAQ-139 ToughBook #7

	The server’s name or IP address
	192.168.10.20

	The outfitting list name 
	h60iol_o.mdb

	When the machine will update itself automatically each day 
	0300


5. Insert the JKCS installation CD and wait for the first dialog box to appear.

6. Click “Next” to begin the install:
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7. Select “Client” then click “Next”:
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8. Check the box next to “JK Update” then click “Next”: Adobe Acrobat Reader will also appear as a checkable item if it has not already been installed on the machine.  Make sure its box is also checked if it appears.
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9. Click “Next” to accept the default installation folder for JK Update:
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10. Click “Next” to accept the default location for downloaded technical documents, or type a new path (such as C:\manuals for example):
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11. Enter a unique system identifier then click “Next”:
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12. Enter the server name or IP address then click “Next”:
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13. Enter the outfitting list name then click “Next”:
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14. Make sure the “Schedule Daily Updates” checkbox is checked (unless this machine will be unable to update itself daily) then click “Next”:
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15. Enter the update time then click “Next”:
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16. Confirm that the information entered is correct then click “Next”:
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17. Click the “Yes” restart button then click “Finish”:
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18. Once the computer has rebooted, installation is complete.

2.2.3 Test JK Update

19. Start the JK Update program:
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20. Confirm that no error messages appear and that the GUI displays:
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21. Exit the program.

2.3 Server Software Installation

Follow this procedure to set up a device to act as a Joint Knowledge Caching Server.  This will allow the machine to get TM updates from NATEC, store them locally, and distribute them to client devices.  This combination of software packages is typically installed on a JATDI server.

2.3.1 Assumptions

It is assumed that the procedures that follow will be performed while logged in as a user with local Administrator privileges.

It is also assumed that the server has been configured with the following minimal baseline software.  If this is not the case, please consult a system administrator or network support personnel.

Windows NT Server.  Windows NT Server 4.0 is required for all server installations.

Windows NT Workstation can be used if setting up a workstation as a secondary JK Server machine, though there may be restrictions on the number of simultaneous connections.

Windows 2000 is not yet officially supported.  Occasional Windows 2000 comments have been included to help early adopters.
Windows NT Service Pack.  Use the highest number service pack which runs reliably and is authorized for your location.  The lowest recommended service pack is 3.

To determine the service pack number run Windows Explorer, pull down the “Help” menu and select “About Windows NT” from the list.

Use a high encryption service pack if possible since 128-bit encryption is required for automatic TM updates.  (If a regular encryption service pack is installed, a high encryption version of Internet Explorer can be installed to enable 128-bit encryption.)

Internet Explorer.  Use Internet Explorer 5.5 SP2 or higher.  This product is required by Internet Information Server (IIS) and installs the Scheduled Tasks applet as well.  The “minimum” install is sufficient.  Do not install the Active Desktop interface.

If you did not apply a high encryption Windows NT Service Pack then you must install a version of IE having 128-bit encryption.

2.3.2 Install JKCS Server Software

22. First, before you start, please determine the following:

	Information needed
	Example

	A unique name or label for the machine
	NAS North Island Mid-Tier

	The server’s name or IP address
	www.natec.navy.mil

	The “key” to unlock the JK Update login/password fields
	**********

	The NATEC login/password for this site
	**********

	The outfitting list names
	ea6biol_o.mdb, ea6biol_i.mdb

	The proxy server’s name or IP address (if needed)
	192.168.99.220

	When the machine will update itself automatically each day 
	0300


23. Insert the JKCS installation CD and wait for the first dialog box to appear.

24. Click “Next” to begin the install:
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25. Select “Server” then click “Next”:
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If the Internet Information Server (IIS) software is not already installed, the JKCS installation will not proceed any further.  You will need to exit from the JKCS installation, install IIS, then restart the JKCS installation.  If IIS is installed you can proceed to the next major step.

26. If you see this message, click “OK” to return to the main installation dialog.
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27. To install IIS, escape from the main installation dialog by clicking the “Cancel” button there, then click the “Yes” button in the following dialog.
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28. IIS Install for Windows NT Server: Locate the “Microsoft IIS” folder on the install CD and double-click the “InstallNT4Server.bat” file.  An automated installation process will load and configure IIS.  (If you prefer to customize the install, run the “setup.exe” program from the “IIS - NT4 Server” folder instead.)

29. IIS Install for Windows NT Workstation: Locate the  “Microsoft IIS” folder on the install CD and double-click the “InstallNT4Workstation.bat” file.  An automated installation process will load and configure IIS.  (If you prefer to customize the install, run the “setup.exe” program from the “IIS - NT4 Workstation” folder instead.)

30. IIS Install for Windows 2000: From the Control Panel, run the Add/Remove Programs applet.  Click on Add/Remove Windows Components then click the checkbox next to Internet Information Services.  During installation it may be necessary to specify a path to the install files.  A typical location for these files is “C:\Win2000Pro\i386” (local).  They might also be found on a Windows 2000 installation CD or on a network drive.

Make sure the boxes next to “JK Update” and “JK Search” are checked then click “Next”: Adobe Acrobat Reader will also appear as a checkable item if it has not already been installed on the machine.  Make sure its box is also checked if it appears.
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31. Click “Next” to accept the default installation folder for JK Update:
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32. Click “Next” to accept the default location for downloaded technical documents, or type a new path (such as C:\manuals for example):
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33. Enter a unique system identifier then click “Next”:
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34. Allow the server name to default to NATEC then click “Next”:
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35. Enter the outfitting list names then click “Next”:
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36. If the connection to the Internet is through a proxy server, enter the proxy server’s name or IP address then click “Next”:
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37. Make sure the “Schedule Daily Updates” checkbox is checked (unless this machine will be unable to update itself daily) then click “Next”:
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38. Enter the update time then click “Next”:
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39. Confirm that the information entered is correct then click “Next”:
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40. Confirm that the installation location for JK Search is correct then click “Next”:  The installer will select the path based on the install location of IIS.
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41. Click the “Yes” restart button then click “Finish”:
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42. Once the computer has rebooted, JKCS installation is complete.

43. Confirm successful installation of JK Search.

44. Type “localhost/jksearch” into the Address field in Internet Explorer.  You should see the JK Search start page.

45. Load TMs from CD

46. The “install_tms.bat” batch file can be run from each NATEC CD to install the TMs as long as an “Inetpub\wwwroot\jksearch” folder exists on drive C, D, E or F.  The batch file will also place a copy of the IOL database(s) under JK Update installation path.

2.3.3 Configure and Test JK Update

47. Start the JK Update program:
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48. One of the following informational message appears:

· Click “OK” to continue:
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49. Select “Options” from the “Tools” menu:
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50. Click the “Automation” tab page and click the “Get DB” checkbox to automatically download a new TM database on startup.
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51. Click the “Server” tab page and set the following values:

NOTE: Values for the following three fields will be provided by a NATEC representative or a JATDI installation specialist.
· “Key”: Enter the login/password key then click the “Validate” button to unlock the login and password fields.

· “Login”: Enter the upstream server login.

· “Password”: Enter the upstream server password.
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52. Click “OK” then exit JK Update.

53. Run JK Update once more, this time to confirm that the IOL database(s) successfully downloaded from NATEC.

· If no dialog boxes appear after starting JK Update, the database(s) downloaded successfully.

· Exit from JK Update.

2.3.4 Final Configuration

54. Install EasyZip (shore sites only).  It’s generally a good idea to have a file zip/unzip utility available on the server but it’s not required.
55. Set IP filtering in IIS.  Start Microsoft Management Console.  Right-click “Default Web Site” then select “Properties” from the pop-up menu.  Click the “Directory Security” tab.  In the “IP Address and Domain Name Restrictions” area click the “Edit” button.

By default, deny all access.  Then add the server’s IP address and 127.0.0.1 to the list.  Next add pairs of LANs and subnet masks.  For example, to allow machines with an address of 129.135.145.X access, enter 129.135.145.0 and 255.255.255.0 as the pair.  (This would allow access by 129.135.145.0, 129.135.145.1, 129.135.145.2, … 129.135.145.255.)

56. Configure desktop.  A standard set of shortcuts should be placed on the desktop so administrators don't have to dig around too much:

Standard Tools
Microsoft Management Console (for IIS)

Event Viewer

MS-DOS Prompt

Notepad

Internet Explorer

Windows Explorer

57. JK Update

JK Update
JK Update "action.txt"

JK Update “history.txt”

58. Configure screensaver. Turn it off entirely or choose a minimal-resource screensaver.  Do not use an OpenGL screensaver.

(System Admin) Server Software Administration

2.4 Overview

JATDI software has been designed to require minimal administrative support.  The software adds and removes TMs automatically based on TM databases provided by the upstream data source, most typically NATEC.  Connections to and from the server are through HTTPS and HTTP, to minimize disruptions to server operations due to firewall and proxy reconfigurations.  If the JKCS machine can visit www.natec.navy.mil from a web browser, it should be able to update its TMs.  If a squadron user can visit the JKCS server from a web browser, he or she should be able to pull updated TMs from the server.

A JKCS server actually plays the role of a client when retrieving TM data from NATEC.  This typically occurs once in each 24-hour period, usually in the middle of the night, and can take anywhere from a few minutes to several hours to complete.

The machine returns to the server role when providing that data to various squadron client machines (or other local servers).  Many squadrons are set to automatically update their laptops just after the server updates itself.  Additionally, during the daytime hours, the server will provide on-demand access to the TMs as the squadrons browse and search.

The two chief server software components are JK Update and JK Search.  These components transfer data using the HTTPS and HTTP protocols.

2.5 JK Update

JK Update is a Visual Basic application, which pulls TM databases and TMs from the upstream server (typically NATEC) and organizes them on the local machine.  For details on program operation see Appendix A: JK Update Walkthrough and Appendix B: JK Update Configuration.

2.6 JK Search

JK Search is a set of Active Server Pages running on Microsoft Internet Information Server 4.0 (IIS).  It provides basic search capabilities based on the TM database (or databases) pulled from NATEC via the JK Update program.  More sophisticated TM searches can be performed using the NATEC web site itself.

The root virtual directory for JK Search is:

jksearch

To connect to the web site on a server named “machine.xyz.navy.mil” use this address:

http://machine.xyz.navy.mil/jksearch
On a typical JATDI server the virtual address maps to the following physical directory:

E:\Inetpub\wwwroot\jksearch

JK Search provides an administrator interface that allows for adding and deleting of local TMs and for the editing of the records, which describe those publications.  For a walkthrough of this functionality, please see Appendix C: JK Search Admin Pages.

JK Search can be configured at a system level through Microsoft Management Console.  A shortcut to this program may appear on the JATDI server’s desktop.  Typical IIS management techniques, such as setting access restrictions and reviewing log files, apply.  The initial JK Search installation will have configured the site to restrict access to local LANs only.

For details on initial installation and setup of JK Search please see the Setup and Installation Guide for JKCS Workstations, Portables and Servers.

2.7 Desktop

A JKCS server has several JKCS-related icons on the desktop:
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	The JK Search shortcut points to the starting web page client workstations connect to on this server.  The web page is hosted on Microsoft IIS.
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	The MMC shortcut points to Microsoft Management Console, which manages the IIS web server.
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	The JK Update shortcut points to the JK Update program which pulls TMs from NATEC.  The “action.txt” and “history.txt” shortcuts point to the current and historical log files for the program.


2.8 (System Admin) Administration

1. Check the amount of free space on the server from time to time.  A complete set of TMs for all clients occupies many gigabytes of data.  Drive C: typically holds operating system and program files.  Drive E: typically holds the TM data.

2. Check the JK Update log files, using the desktop shortcuts to the “action.txt” and “history.txt” files.  The “action.txt” file is a log of the most recent JK Update run.  The “history.txt” file is a log of all other JK Update runs.

· The log files are typically located at:

E:\Inetpub\wwwroot\jksearch\logs

3. Less frequently, check the size of the JK Update history log file and remove the file if it is very large.  Note that the file typically increases by only a few thousand bytes per day, so it should take several years for the file to become overly large.

· The JK Update history log file is typically located at:

E:\Inetpub\wwwroot\jksearch\logs\history.txt

· If the log file is removed, a new one is created the next time JK Update runs.

4. If the logs indicate JK Update has not run for several days, check if/when automated TM data updates are scheduled.

· Open the Scheduled Tasks applet in Windows Explorer.  Look for a task called “at1” or “JK Update” (or even “TM Update” on older installations).

· The command to be run should be:   "C:\Program Files\jkupdate\jkupdate.exe" /b
· On older installations use the Windows NT “at” command to check or change the current schedule.  To run JK Update every day at 3:00 AM, for example, the “at” command is:

at 3:00 /interactive /every:M,T,W,Th,F,S,Su "C:\Program Files\jkupdate\ jkupdate.exe" /b

5. The NATEC login/password may change from time to time, necessitating a change to the login/password the JK Update program transmits.

· Change the NATEC login/password on the Server Options tab page in JK Update.

(See JK Update Registry Settings for further details.)

6. Security considerations for the JKCS project are evolving along with DoD initiatives.  They may involve the following:

· Access to the server’s JK Search web site may be restricted by IP address, most likely by Class C LAN.

· HTTPS may be used as an encryption protocol.

· A NATEC and/or JATDI login may be required to access server data.

· Short-term, client certificates for the JATDI server are likely to be required.

· Long-term, server certificates for the JATDI server are likely to be required.

· Long-term, all client devices are likely to require client certificates.

2.9 (System Admin)  Troubleshooting

1. Check the JK Update log files for error messages.  A shortcut to the “action.txt” and “history.txt” log files should be located on the desktop.

· The daily JK Update log file (“action.txt”) is typically located at:

E:\Inetpub\wwwroot\jksearch\logs\action.txt

2. Confirm that the JK Update program runs and downloads data.

· Make sure the computer is connected to the network.

· See Appendix A: JK Update Walkthrough for examples of typical program operations.

· If there is no “JK Update” shortcut on the desktop, start the program via:

Start -> Programs -> JK Update -> JK Update

· Exit the program and check the “action.txt” log file for error messages.

3. If the previous test failed, confirm that the JK Update program runs locally.

· Navigate to the “C:\Program Files\jkupdate” folder using Windows Explorer.

· Double-click the “test.bat” file to run a local test.

· Exit the program and check the “action.txt” log file for error messages.

4. Confirm that the JK Search web site is up and running.

· Double-click the “JK Search” shortcut on the desktop.  If no such shortcut exists, either of the following URLs should work should work:

http://localhost/jksearch

http://127.0.0.1/jksearch

· The URL should include “jksearch” (without the quotes) since this is the name of the JK Search virtual directory on the JATDI server.

5. Confirm that the correct baseline software is installed:

	Product
	Recommended
	Minimum

	Windows NT 4.0
	Service Pack 6a
	Service Pack 3

	Internet Explorer
	IE 5.5 Service Pack 2
	IE 4.0 Service Pack 2

	Adobe Acrobat Reader
	5.0.1
	3.0

	Internet Information Server
	4.0
	

	JK Update
	3.5
	

	JK Search
	3.5
	

	Windows Script
	5.0
	

	MDAC
	2.1
	


3 CTPL - Workstation Administration

4.1 Overview

A workstation is typically used to access TMs without storing them locally.  It interacts with the JKCS project functionality via web browser only.

4.2 Desktop

A workstation is typically configured with only one JKCS icon on the desktop:
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· The JK Search shortcut points to a search web page on the JATDI server.

4.3 Administration

A client with no local TM storage has minimal administration requirements.  Standard procedures for administering a Windows NT 4.0 workstation are sufficient.

4.4 Troubleshooting

59. Double-click the “JK Search” shortcut to see if the server can be reached.

· If the connection fails, right-click the shortcut, select Properties, and confirm that the URL field contains the correct JATDI server address.

60. If it is not possible to connect to the JATDI server it may be due to use of IP filtering or Windows NT domain account restrictions on the server.

· Try changing the Internet Options in the workstation’s web browser to bypass the proxy server for local addresses or for the specific address of the server.

· Check with the server administrator to confirm that the workstation’s LAN is on the list of LANs allowed access to the server and that the users are not being restricted on the basis of Windows NT domain accounts.

61. Confirm that the correct base software is installed:

	Product
	Recommended
	Minimum

	Windows NT 4.0
	Service Pack 6a
	Service Pack 3

	Internet Explorer
	IE 6.0 Service Pack 1
	IE 4.0 Service Pack 2

	Adobe Acrobat Reader
	5.0.1
	3.0


4 CTPL - Portable Computer Administration

5.1 Overview

A portable computer such as a laptop or PEDD is typically used to store and access TMs locally.  The TMs are automatically downloaded from the JKCS server at regularly scheduled intervals by the JK Update program, typically once per night.  JKCS interaction is usually limited to this automated update, though it is possible to access the JKCS server for TM search and browsing if the client is connected to the network.

5.2 JK Update

JK Update is a program, which pulls TM databases and TMs from the server and organizes them on the local machine.  For details on the program see Appendix A: JK Update Walkthrough and Appendix B: JK Update Configuration.  The program is usually set to run automatically, but it may also be run interactively.

5.3 Desktop

A portable computer is typically configured with only one JKCS icon on the desktop:
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· The Local TMs shortcut points to a static HTML page on the client which serves as an index for the stored local TMs.

5.4 Administration

1. Check the amount of free space on the client from time to time.  A complete set of TMs could occupy several gigabytes of disk space.  Also, Adobe Acrobat Reader may leave large temporary files in the “C:\temp” folder from time to time.  To reclaim this lost disk space, delete these temporary files.

2. Check the size of the JK Update history log file and remove the file if it is very large.

· The JK Update history log file is typically located at:

C:\Program Files\jkupdate\data\history.txt

· If the log file is removed, a new one is created the next time JK Update runs.

3. Check if/when automated TM data updates are scheduled.

· Open the Scheduled Tasks applet in Windows Explorer.  Look for a task called “at1” or “JK Update” (or even “TM Update” on older installations).

· The command to be run should be:   "C:\Program Files\jkupdate\jkupdate.exe" /b
· On older installations use the Windows NT “at” command to check or change the current schedule.  To run JK Update every day at 3:00 AM, for example, the “at” command is:

at 3:00 /interactive /every:M,T,W,Th,F,S,Su "C:\Program Files\jkupdate\jkupdate.exe" /b

5.5 CTPL - Troubleshooting

62. Check the JK Update log files for error messages.

· The most recent JK Update log file is typically located at:

C:\Program Files\jkupdate\data\action.txt

· All other JK Update log files are typically accumulated in:

C:\Program Files\jkupdate\data\history.txt

63. Confirm that the JK Update program runs and downloads data.

· Make sure the computer is connected to the network.

· See Appendix A: JK Update Walkthrough for examples of typical program operations.

· If there is no program shortcut on the desktop, start the program via:

Start -> Programs -> JK Update -> JK Update

· Exit the program and check the “action.txt” log file for error messages.

64. If the previous test failed, confirm that the JK Update program runs locally.

· Navigate to the “C:\Program Files\jkupdate” folder using Windows Explorer.

· Double-click the “test.bat” file to run a local test.

· Exit the program and check the “action.txt” log file for error messages.

65. Confirm that the correct baseline software is installed:

	Product
	Recommended
	Minimum

	Windows NT 4.0
	Service Pack 6a
	Service Pack 3

	Internet Explorer
	IE 6.0 Service Pack 1
	IE 4.0 Service Pack 2

	Adobe Acrobat Reader
	5.0.1
	3.0

	JK Update
	3.5
	


Appendix A: JK Update Walkthrough

66. Start the JK Update program.

· From the Start menu, run:

Start -> Programs -> JK Update -> JK Update

· The JK Update program starts and displays its window.  (Note that the directories and files listed on your system will probably be different):
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67. Select a TM directory from the list of available server TM directories.

· Available server directories appear in the white box on the right side of the window.

· The files in the selected server directory appear in the gray box on the right side of the window.

· The “traffic light” turns green meaning there’s enough space on the local machine for all files in the selected server directory.  (In this example, the selected server directory “p3“ contains 137.6 MB of data; there is 1024.5 MB of space on the local machine.  The list of available directories and files varies by machine.)
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Copy the selected TM directory to the local machine.

· Click the Add button.

· The files are copied from the server to the local machine.

· The status of the transfer can be monitored by watching the Status box at the bottom of the window.

· Once the transfer begins, the selected directory appears in the white box on the left side of the window and is removed from the white box on the right side of the window.  (Note: The files are only copied down to the local machine; they are still available on the server for other users.)

· To interrupt the download click the Cancel Update button.
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Verify that the selected TM directory was downloaded.

· Click the selected directory name in the white box on the left side of the window.

· Confirm that the list of downloaded files appears in the gray box on the left side of the window.

· Confirm that no files appear in the gray box on the right side of the window.
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Exit the JK Update program.

· Select “Exit” from the “File” pulldown menu or click the “X” icon in the upper right corner of the window:
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68. View the Local TMs web page.

· Double-click the Local TMs icon on the desktop:
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· The Local TMs web page lists the locally available TMs, which should include the TMs just downloaded by the JK Update program:
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69. Click on a TM Number and view one of the newly downloaded TMs.

70. Exit the web browser program.

71. Start the JK Update program again.

72. Remove the selected TM directory from the local machine.

· Click the directory, which was just downloaded.

· Click the “Remove” button.

· The directory and its files are removed from the local machine.

· This process usually takes less than five seconds.

· The selected directory reappears in the white box on the right side of the window and is removed from the white box on the left side of the window.  This allows the directory to be downloaded again when needed.
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73. Add/remove multiple TM directories at the same time.

· Multiple TM directories can be selected by holding down the Control key while clicking directory names.

· All TM directories can be selected by clicking the Select All button.

· Add and Remove work the same way for multiple directories as for single directories.
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74. Automatic update of local (downloaded) directories.

· JK Update always checks local directories to make sure they have the latest TM updates.

· Out-of-date TMs are marked with an asterisk in the server files box (see below).  If no files are marked, the local directories can be considered fully up-to-date.

· Clicking the Add button downloads the updated TMs even if no new directories are selected for downloading.

· If a new directory is selected for downloading, the out-of-date TMs are automatically updated during the new directory download.
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Appendix B: JK Update Configuration

4.1 Overview

Almost all JK Update configuration settings are stored in the “jku.ini” file found in the “C:\Program Files\jkupdate” directory.  An interface for the most commonly modified settings is available from the program’s Tools / Options tab pages.  The login and password JK Update uses to connect to the upstream server are stored in the Windows NT registry.

4.2 The “jku.ini” File

The “jku.ini” file is divided into five sections: Client, Server, Logging, Protocol and Miscellaneous.  This provides a rough grouping of functionality.

The following is an annotated list of the “jku.ini” file settings.  After each .INI file setting the legal values are listed, if appropriate, with the most common choice boldfaced.  If the option can be set from within the JK Update program, the GUI label and tab page are listed.

4.2.1 [Client]

AutoGetTMDBs  0,1

An on/off flag that determines whether the TM database (or databases) is automatically downloaded when JK Update starts.  Usually set to 1, but can be set to 0 if the upstream server is offline or if network limitations make database download prohibitively slow.

· Same as the Get DB checkbox on the Automation tab page.

AutoGetTMs  0,1

An on/off flag that determines whether out-of-date TMs are automatically downloaded when JK Update starts.  Note that this setting only applies in batch mode; it is ignored when JK Update is used interactively.  Usually set to 1, but can be set to 0 if the upstream server is offline or if network limitations make TM download prohibitively slow.

· Same as the GetTMs checkbox on the Automation tab page.

· Set to zero for ships

TMDirMask  comma-separated list of TM directories

Determines the TM directories that are to be kept up-to-date locally.  A typical list of directories would appear as follows:

common, ea6b, missiles

This setting works in conjunction with the AutoGetTMs and AutoGetTMDBs settings.  If this setting is left blank then all available TM directories are kept up‑to-date.

· Same as the Directories field on the Automation tab page.

TMWebPage  filename.htm

The name of the static HTML page containing the list of local TMs.  This file only plays an active role in TM management on end-user client machines (portable devices such as laptops, PEDDs and wearables).  On a portable with only one hard disk partition this file is usually:

C:\manuals\tmhome.htm

On a portable with two partitions this is usually:


D:\manuals\tmhome.htm

On a JATDI server this is usually:

C:\temp\tmhome.htm

TMRoot  directory
The name of the root TM directory on the local machine.  On a portable with only one hard disk partition this is usually:

C:\manuals

On a portable with two partitions this is usually:


D:\manuals

On a JATDI server this is usually:

E:\Inetpub\wwwroot\jksearch\manuals

MainTMDB  filename.mdb

The name of the main database file used internally by JK Update for TM management.  On a portable with only one hard disk partition this is usually:

C:\manuals\_main.mdb

On a portable with two partitions this is usually:

D:\manuals\_main.mdb

On a JATDI server this is usually:

E:\Inetpub\wwwroot\jksearch\manuals\_main.mdb

LocalTMDB  filename.mdb

The name of the database file used to store local TM records.

On portables this is usually left blank since there typically is no customized, local database for an individual portable.

On a JATDI server this is usually:

E:\Inetpub\wwwroot\jksearch\manuals\local_a.mdb

SiteDescription  descriptive text
A description of the site and machine running the JK Update software.  For example, VAQ-209 this might be:

VAQ-209 PEDD 17

On a laptop at HSL-49 this might be:

HSL-49 Laptop 03

On an NAF Washington JATDI server this might be:

NAF Washington Mid-Tier Server

4.2.2 [Server]

ServerAddress  numeric or named IP address
The IP address of the upstream TM server (the machine that provides the TM data).  For a JATDI Mid-Tier server this is set to the IP address of NATEC’s server.  For an end-user client machine this is set to the IP address of a JATDI server.  The IP address can be numeric or named, so both of the following examples are valid:

192.168.123.11

www.natec.navy.mil

· Same as the Address field on the Server tab page.

ServerTMDBs  comma-separated list of TM databases

The name of the TM database (or databases) pulled from the upstream server.  Each name usually ends with a “.mdb” extension.  A typical list might appear as follows:

ea6biol_o.mdb, ea6biol_i.mdb

· Same as the DB Files field on the Server tab page.

ServerTMRoot  path
The path from the server root directory to the location where TMs are stored.  On a portable this is usually:

jksearch/manuals

On a JATDI server this is typically:

loggedon/jatdi_manuals

· Same as the TM Root field on the Server tab page.

ServerTMDBRoot  path
The path from the server root directory to the location where TM databases (IOLs) are stored.  On a portable this is usually:

jksearch/manuals

On a JATDI server this is typically:

loggedon/jatdi_manuals

ServerInitialTimeout  number of seconds

The number of seconds to wait when trying to initially contact the upstream server.  A low setting means JK Update spends very little time trying to contact the server, which is useful if the program is being used offline.  Too low of a setting may not allow enough time for a connection to occur when the server is available.  The typical setting is:

15

ServerTimeout  number of seconds

The number of seconds to wait when trying to contact the upstream server after the initial contact has been made.  Works in conjunction with the ServerInitialTimeout setting.  The typical setting is:

60

4.2.3 [Logging]

LogLevel  0,10,20,30,40

Determines how many messages are written to the “action.txt” file.  Level 0 logs only the most serious errors to the file while level 40 logs all messages to the file.  High levels of logging may be useful in tracking down program anomalies but will generate large log files.

· Same as the Logging Level radio buttons on the Logs tab page.

LogViewerProgram  programname.exe

The name of the log viewer program.  If the program is not found in one of the system paths, a fully qualified path name must be specified.  This setting is usually:

notepad.exe

· Same as the Log Viewer field on the Logs tab page.

LogRoot  path
The path to a folder where JK Update logfiles are stored.  On portables this setting is usually:

data

On a JATDI server this is usually:

E:\Inetpub\wwwroot\jksearch\logs

4.2.4 [Protocol]

TMProtocol  http,https
The name of the file transfer protocol used to transport TMs.  On portables this is usually:

http

On a JATDI server this is usually:

https

ProxyServerAddress  numeric or named IP address
The IP address of a proxy server that can mediate file transfers between the client machine and the upstream server.  On portables this is usually left blank:

On a JATDI server this is usually set to a named proxy server:


proxyservername.sitename.navy.mil

· Same as the Proxy field on the Server tab page.

ProxyPort  numeric port number
The port number to connect to on the proxy server.  This is only evaluated if ProxyServerAddress has a value.  On portables this is usually left blank:

On a JATDI server this is usually set to:


80

ProxySSL  0,1,2,3

This determines the type of SSL connection attempted when establishing contact with the proxy server.  Currently only a value of 0 is supported.  This is only evaluated if ProxyServerAddress has a value.  On portables this is usually set to:


0

On a JATDI server this is usually set to:


0

UseWinInet  0,1
This determines if JK Update uses Internet Explorer’s HTTPS settings when establishing a connection.  A value of 1 makes it easier to test an external connection, since if IE can pull data from the Internet then JK Update should be able to as well.  On portables this is usually set to:


0

On a JATDI server this is usually set to:


0

SSLCertStore  name of Certificate Store
The name of the local Certificate Store.  Not used.

SSLCertSubject  name of Certificate Subject
The name of the client certificate.  Works in conjunction with SSLCertStore.  Not used.

SSLSecurityFlags  numeric value
This can be used to reduce the severity of Server certificate checking, increasing the reliability of proxied connections.  On portables this is usually set to:

0

On a JATDI server this is usually set to:

255

CheckServerCert  0,1

Determines whether a non-validated server certificate will cause program termination.  Should only be used with non-proxied connections.  On portables this is usually set to:

0

On a JATDI server this is usually set to:

0

FTPPassive 0,1

An on/off flag that determines whether passive-mode FTP is used when pulling TMs from the upstream server.  Not used.

FTPPort  positive integer

The upstream server’s FTP port.  Not used.

4.2.5 [Miscellaneous]

DiskSpaceMargin  number of MB

Determines the acceptable margin of local free space when downloading TMs.  For example, if this is set to 75, at least 100 MB of free disk space must exist before a 25 MB download can begin.  If the prospective download would leave less than 50 MB of free space beyond the DiskSpaceMargin setting, the “traffic light” on the user interface turns yellow.  Red and green lights signal “not enough space” and “plenty of space” respectively.  This setting is usually:

100

TMWebPageIndexLength  positive integer

Portables store TMs locally and use a static web page as a TM index.  The top of the static web page has a Quick Index section which contains intrapage links to TM entries.  This parameter controls how many characters are used when creating the Quick Index.  This is typically set to:

7

InventoryStrictnessLevel  0,1,2,3,4
Determines the level of strictness used when checking for out-of-date TMs:

0 No checks are performed

1 Check file existence only

2 Check file existence and file size

3 Check file existence and file age

4 Check file existence, file size, and file age

If the selected level of checking identifies a TM as requiring an update, the TM is marked with an asterisk in the user interface.  It is downloaded to the client as soon as the next download of any type is performed.

· Same as the Validation dropdown list on the Automation tab page.

FileSizeTolerance  positive integer

The TM file size recorded in the NATEC TM database is occasionally out-of-sync with the actual TM file size, typically by one or two bytes.  Setting this parameter to a number other than 0 will allow some tolerance when comparing database and actual file sizes.  This setting works in conjunction with the InventoryStrictnessLevel setting.  The typical maximum file size tolerance needed is:


4

AutoDeletionAge  number of days

The number of days after which unneeded TMs and other files are automatically removed.  Note that all unneeded files under the path set in the TMRoot are subject to autodeletion.  To immediately clean up the hard disk set this value to 0 then run JK Update.  The typical setting is:

30

MaxRunTime  number of minutes

The number of minutes during which JK Update will attempt multiple retries.  Not relevant unless MaxRuns is larger than 1.  Does not affect the current run attempt, only whether another run attempt is initiated after the current attempt is completed.  The typical setting is:

240

MaxRuns  number of runs

The number of times JK Update will try running until it has pulled all of its updates.  Used in conjunction with MaxRunTime.  The typical setting is:

1

4.3 JK Update Registry Settings

Two registry keys contain a scrambled version of the login and password used by JK Update to connect to the upstream server.  These keys are, respectively:

HKEY_LOCAL_MACHINE\Software\JATDI\TM Update\Client\Field1

HKEY_LOCAL_MACHINE\Software\JATDI\TM Update\Client\Field2

The login and password can only be set from within the JK Update program.  A key must be entered before access is permitted.  Contact a JKCS administrator to obtain the key value.

To enter a new login and password, start the JK Update program and select the Tools / Options menu.  Click on the Server tab page, type the key into the Key field, and then click the Validate button.  This enables access to the Login and Password fields.  Type a new login and password, then click the OK button, and the new login and password are written to the registry.  The next time JK Update runs it uses the new values when trying to contact the upstream server.
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Appendix C: JK Search Admin Pages

75. Connect to the administrator login version of the JK Search Start page.

· It will look just like the standard JK Search Start page except for the addition of “Name” and “Password” fields and a “Login” button.

· Type the login name and password then click the “Login” button:
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View the admin Start page.

· The screen background is now a different color.

· Additional links appear in a row near the top of the screen.

· A “Logout” button appears.  If you click the Logout button you will return to the administrator login version of the Start page.
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View the Search page.

· Click on the “Search/Edit” link near the top of the page.

· The admin Search page looks just like the standard Search page.
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Search for TMs and view the results.

· Type search criteria into the Search page then click the “Search” button.

· The admin Results page looks just like the standard Results page but has one additional column: Action.

· The Action column may contain “Edit” and “Delete” links for certain records (see below).

· If the “Edit” and “Delete” links appear the record represents a local TM and can be edited or deleted.

· Records supplied by NATEC via IOL databases can never be edited or deleted.
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76. Edit a local TM record.

· If you can find a record on the Results page with “Edit” and “Delete” links, click the “Edit” link.  The record represents a local TM.

· The Edit page displays, allowing the Manual Number, Manual Title, Rev. Date and File Name to be changed.

· The Rev. Date field uses a MM/DD/YY format.

· The File Name dropdown list contains the filename associated with the current record plus all filenames not yet assigned to a record.

· The Auto Update checkbox can be checked if the TM is available on the NATEC web site.  This will cause the publication to be updated as needed every time JK Update runs.

· Click the “Save” button to store your changes in the database temporarily.  You will still have to visit the Publish page in order for others to see your changes.

· Click the “Cancel” button to escape from the Edit page, abandoning any changes.
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77. Delete a local TM record.

· If you can find a record on the Results page with “Edit” and “Delete” links, click the “Delete” link.  The record represents a local TM.

· The Delete page displays but allows no changes to the record’s fields.

· Click the “Delete!” button to remove this record from the database.  You will still have to visit the Publish page in order for the deletion to be made permanent.

· Click the “Cancel” button to escape from the Delete page without deleting the record.

· Note that the file will remain on the hard disk even if you delete the record.  (However, if you are using JK Update to get automatic TM updates from NATEC, JK Update will automatically remove the “orphaned” file in about 30 days.)
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 Add a local TM record.

· Click the “Add” link near the top of a page.

· The Add page displays allowing you to enter the Manual Number, Manual Title, Rev. Date, File Name, and Auto Update status.

· The Rev. Date field uses a MM/DD/YY format.

· The file to be added (whose name appears in the File Name dropdown) must be placed on the server before you begin your admin session.

· Click the “Save” button to add the new record to the database temporarily.  You will still have to visit the Publish page in order for others to see the added record.

· Click the “Cancel” button to escape from the Add page without adding a record.
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Try to log out.

· Click the “Start/Logout” link near the top of a page.

· If you have made additions, deletions or edits to the local TM records you will see a red warning box asking you to visit the Publish page first (see below).

· If you have not made any changes you’ll see the same page minus the warning box.

· If you log out before visiting the Publish page, any changes you’ve made will be lost.
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Publish your changes.

· Click the “Publish” link near the top of a page.

· If you click the “Publish” button on the Publish page, any changes you’ve made to the local TM records will become visible to all other users of the system.
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View Logs.

· Click the “Logs” link near the top of a page.

· If the server pulls its updates from NATEC using JK Update, you can view the program’s log files.

· Click one of the log file names to see it displayed in your browser.

· It may be necessary to hit your browser’s refresh button to see the latest version of the log file.
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Log out.

· Once you’ve published your changes (if any), click the “Start/Logout” link near the top of a page.

· Then click the “Logout” button on the Start page.

· The background color will return to the same as for standard users and you will again see the Name and Password fields for logging in.

· Your session will time out after about 20 minutes, automatically logging you out, without publishing your changes.  If you’ve made extensive changes, and plan to take break of more than 15 minutes or so, be sure to Publish first!
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Appendix D: Updating TMs From a CD Set

4.4 Overview

A server machine may be unable to access its data source at times.  If an automatic update fails due to sporadic network problems, the next automatic update will probably run successfully.

If the machine is unable to access the upstream server for an extended period of time it may be necessary to perform an update directly from a CD set.  NATEC provides CD sets which match the “outfitting list” databases which are normally available online.

4.5 Procedure for Update from CD Set

This is the standard procedure for updating the current set of TMs.

(If an entirely new weapons system is to be loaded for the first time, the new database name will have to be added to the ServerTMDBs list in the “jku.ini” file or by using the Tools / Options dialog in the JK Update program.  See the description of this parameter on page 40.)

78. Locate the first CD in the set and insert it into the CD-ROM drive.

· The first CD contains TMs, one or more databases that are used to create the TM index, and a copy of the Acrobat Reader software.

79. Use Windows Explorer to locate the installation batch file on the CD.

· The batch file is named:  install_tms.bat
80. Run the batch file.

· Double-click the batch file to begin the installation.

· An MS-DOS window displays whiles the files are being copied to the computer’s hard disk.

· Some CDs may not have very many TMs on them.  In this case, the MS-DOS window will appear only very briefly before disappearing.

· Once a CD’s TMs have been installed, attempting to reinstall from the same CD will likewise be very fast, since there’s nothing new to install.

81. Repeat this process for each of the other discs.

· Insert the other CDs one at a time and run the batch file named ”install_tms.bat“ on each of those CDs as well.

82. Refresh JK Update’s system files.

· Run the JK Update program, then immediately exit from it.  This is important!  Otherwise, the updated TMs from the CD set may not be available for viewing or downloading.

Note: If you are running a server and do not have JK Update installed, refresh the server’s system files using the JK Search admin pages.

· Log in to the JK Search admin page.

· Click the Publish link.

· Click the Publish button on the Publish web page.

· Log out from the JK Search admin page.

Appendix E: Using JK Update With a Low-Bandwidth Connection

4.6 Overview

When the amount of available network bandwidth is limited, it may be best to use JK Update manually to control if and when TM updates occur.

As long as the client or server is not connected to the network, an update will not succeed.  To prevent TM updates from being attempted when the machine is hooked to the network:

· Change the AutoGetTMs parameter to 0 in the “jku.ini” file or uncheck the Get TMs checkbox in the JK Update program.  (See the description of this parameter on page 38.) 

Note that this does not prevent a new database (or databases) from being downloaded.  Typically, the database information ranges from one megabyte to ten megabytes in size.  To prevent TM database updates from being attempted when the machine is hooked to the network:

· Change the AutoGetTMDBs parameter to 0 in the “jku.ini” file or uncheck the Get DB checkbox in the JK Update program.  (See the description of this parameter                                                                                     on page 38).

CAUTION: For ships (Carriers/L-Class), the lack of bandwidth for JKCS servers results in an extremely slow to impractical process to download tech manuals.  Current policy states that Aircraft Carriers and L-Class Ships will receive technical manual updates via CDs.  The JATDI Program Office continues to research solutions to improve delivery methods and decrease time for receipt of CDs.  DO NOT CONNECT JKCS TO THE WEBSITE TO DOWNLOAD TECH MANUALS INPORT OR DEPLOYED.

4.7 Procedure for Manual TM Download

83. Make sure the AutoGetTMDBs parameter has been turned on.

84. Run JK Update manually to download the latest TM database(s).

85. View the Pending Log to see which TMs need updating.

· The Pending Log can be seen by clicking the upper View button on the Logs tab page of the Options dialog in JK Update:
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86. If the amount of data to be downloaded seems reasonable, begin the update by clicking JK Update’s Add button.

· If not, wait until more bandwidth is available or ask for the data to be delivered on CD.

5  Appendix F: (System Admin) Adding a JKCS Machine to a Domain

5.1  Overview

The main JKCS machine is typically assigned a static IP address.  It can be added to a Windows NT domain by using the following procedure.  JKCS laptops usually use DHCP.

5.2  Procedure

87. Log onto the JATDI server.

· The User Name and Password must have administrator privileges to change Network properties.

88. Open the Network properties dialog box.

· This can be found under Start / Settings / Control Panel.

· Double-click on the “Network” icon.
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89. Click on “Change” on the “Identification” tab.
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90. Click on the “Domain” radio button and enter the appropriate Domain name in the adjacent text box.
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91. Click on the checkbox adjacent to “Create a Computer Account in the Domain.”

· The “User Name” and “Password” text boxes will become active.
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92. Enter a User Name and Password with the ability to add workstations to the specified domain above.

93. Click “OK” to dismiss the Network dialog box.

94. Click “OK” to dismiss the Network Configuration information box.
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95. Click “Yes” on the Network Settings Change dialog box to restart the computer.
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6 JATDI Program Support

6.1  JATDI Support Center

To contact the JATDI Support Center, Toll-Free within the USA, please call: 1-800-633-7248 

After you hear the introduction message, please proceed with the following:

96. For support with JATDI Software:

· Press 1 for technical support.

· Press 4 to be routed to the JATDI Help Desk.

· When the JATDI Help Desk answers, Identify yourself as a member of the JATDI Program.

· Your Service Number is: "JATDI" 

· User: “Your Name and Rank/Rate” 

· Location: “Command or Installation” 

· Provide a detailed description of the problem you've encountered.

97. For support with JATDI Hardware / JATDI Mid-Tier Hardware:

· Press 2 – For Technical Support on your JATDI Hardware under warranty 

· Press 3 - If you are calling for JATDI Mid-Tier Support 

· When the JATDI Help Desk answers, Identify yourself as a member of the JATDI Program.

· Your Service Number is: the Service Number issued during training or "JATDI" 

· User: “Your Name and Rank/Rate” 

· Location: “Command or Installation” 

· Provide a detailed description of the problem you've encountered.

6.2  E- Mail

Send an email to jatdi@ingr.com containing the following information:

· Subject:

· Name: 

· Unit/Squadron: 

· Rank: 

· Platform: 

· System: 

· Hardware: 

· Hardware Serial Number:

· Description of Problem:

6.3  Submit Feedback Form

The JATDI Submit Feedback Form is available through the JATDI Website:

98. Go to http://jatdi.mil
· Click on Support

· Click on the Support/Submit Feedback link

· Fill in the appropriate boxes

· Click Submit

Once you click submit, the form is automatically sent to the JATDI Technical Support Team.

The JATDI Team is dedicated to providing the warfighters with near real-time digital data when needed and where needed. Your feedback is critical to our success with meeting your requirements and providing world-class customer support.
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